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“Cybersecurity will drive 
the largest investment in test and 

measurement of our careers.”

Chief Engineer
Honeywell Aerospace

2019



• Targeted SCADA systems

• Damaged nuclear program in Iran

• Nation state attack

• Caused centrifuges to vibrate apart

• Infected >200,000 systems

• Damaged 1,000 centrifuges

• Spread with USB drives on an air-gapped system

Stuxnet - 2010



JLR – Cyber issues
2025



How production test is relevant?

• Designed to work around firewalls and security software

• Downloads files from remote locations

• Hides and randomly renames files

• Spreads through portable storage devices

Hides on firmware in digital photoframes, spreads on home networks

How did this get into the photoframes?

Installed from infected testers

Mocmex virus - 2008



Increasing Security Needs

SBOM 
Regulation

2024 2025 2026 2027

Software 
Attestation
GSA 7700

CMMC European CRA Full 
Compliance

European CRA 
Partial Compliance

We are here

GSA 7700 May 2024
Software attestation letter required for software sold to US government. Vendor must attest that software was 
developed using a secure development framework. 

SBOM (FAR 2021-017) Dec 2024
New FAR rule that requires an SBOM for any software sold to the US government (Cyberthreat and Incident 
Responding rule)

CMMC (48 CFR 204, 212, 217, 252) July 2025
Requires that any system handling government data meet NIST 800-171 controls and be externally audited, 
impacting NI and our customers.

European CRA / Partial Sep 2026 Reporting obligations. Report any security exploited vulnerabilities. 

European CRA / Full Dec 2027
New CE mark required for any software/hardware delivered to EU. Requires secure default installation and delivery 
with no exploitable vulnerabilities.



• The European Union is concerned with cybersecurity of all products 
sold into the EU.

• New legislation in the EU will require a new CE mark that proves the 
product is secure.

• The Cyber Resilience Act (CRA) establishes a baseline for product 
security requirements of products with digital elements made 
available within Europe.

• The CRA was published on November 20, 2024.

• Companies will must fully comply by December 2027 to continue to 
sell any product into the EU.

• Any non-secure product will not be available in the EU.

CRA Summary

ATTORNEY CLIENT PRIVILEGED

November 20, 

2024: Law takes 

effect

Sep 11, 2026: 

Vulnerability & Incident 

Reporting Obligations 

Take Effect

Dec 11, 2027: 

Remainder of 

Obligations take 

effect

September 2022: 

Text Proposed

December 2023: 

Political Agreement 

Reached

March 2024: 

European 

Parliament Adopted 

Text

We are here
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The impact of AI on Cybersecurity

• New AI tools make finding, reporting vulnerabilities nearly effortless

• Hundreds of thousands of vulnerabilities will be found over the next few 

years

• Software companies will need to issue a large number of patches

• Near-future AI tools will simplify developing exploits, reducing the time 

end users have to update their systems

• Record break time: 27 seconds

• Users will not be able to wait years, months, or weeks to update 

systems
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AI finding exponentially more 

vulnerabilities

CRA forcing “no vulnerability” 

software by Dec 2027

The Patch Wave:

• 2026-2027 will see a wave of 

patch updates from software 

vendors

• Plan now to update software 

by mid-2027 to secure 

systems

• Design systems to support 

frequent updates



You will not be able to buy products 
that do not meet cybersecurity 
requirements.

You will not be able to sell products 
if you do not meet the cybersecurity 
requirements. 

• Test products

• Hardware and software

• Free software

• New and old versions

• Implement a secure development 
framework

• Document your product security

• Test for security

Impact of security on test engineering 
teams

Check your supply chain Establish secure development



Is your supplier working to be compliant with CRA?

What products will your supplier continue to support? Will CRA force EOL of some older 
components?

What versions will you be able to get, which will become unavailable?

Check your supply chain

Examples:
- A company may decide to EOL an older device rather than upgrade old components to 

comply with “zero vulnerabilities.”
- Companies will no longer be able to host older versions of software for download in Europe 

without updating those versions to comply

Do Now:
Check your supply chain



Implement a secure development framework for test 
systems

• Adopt a zero-trust approach to security.

• Build a cybersecurity culture.

• Train your team on cybersecurity.

• Spend time on documentation, compliance, and architecture before 

building your test system.

• Build and document security through the project.

• Fund ongoing security updates.

Do Now:
Establish Secure Development



How NI 
helps you meet
cyber-security
requirements?



LabVIEW SBOM Generation

• Generate SBOMs from LabVIEW 
Project

• Part of LabVIEW Pro

• LabVIEW menu option (File – 
Generation SBOM)

• Command line interface to integrate 
into automated workflows (CI/CD)

• Cyclone DX file generation

Shipping with LabVIEW 2026 Q3



Letters of 

Volatility Security resources

Anti-counterfeit

Measures

Configuration 

Guides

SBOMs Compliance 

Documents

Security 

Forum
NI SSDFni.com/security



Test System Security Forum

• Test developers must meet 

customer/company expectations to 

protect sensitive data.

• Test developers must meet government 

security regulations.

• Security teams force requirements on to 

test teams, but do not understand test.

Join the Test 

System Security 

Forum



LLMsCyber SecurityAI Agents Virtual TestAI Inferencing

Cloud Compute High Speed

Networking
Big DataSystem 

Synchronization
GPU & NPU

AI is More Than Large Language Models



Where do AI models run?

Your Company

SaaS/Public Cloud Private Cloud On Premises

The LLM runs is hosted by a 3rd 

party provider. They pay all the 

hosting and GPU costs, and you 

pay them a usage-based fee.

The LLM runs in a cloud instance 

that is leased by your company. 

While a 3rd party hosts it, 

anything running in this cloud is 

only accessible to you. 

Your IT department owns and 

operates a farm of servers and 

GPUs inside your physical walls. 

The model and any AI 

applications run there.



What to ask 
your IT Dept 
about AI

Practical Recommendations



Is SaaS a possibility?

• Can you access SaaS (Software 

as a Service) applications in the 

cloud? Can you access SaaS 

beyond Microsoft 365?

• If the general answer is no, is 

there an exemption process?



Can you use AI?

• Does your company let you use AI?

• Do you have a special AI that your 

company hosts, or can you use 

third-party tools such as ChatGPT by 

Open AI, Claude by Anthropic, or 

CoPilot by Microsoft?



Access to external applications

• When running applications on your 

premises or in your private cloud, 

can those applications access 

resources “outside your walls?”

• If no, is there an exemption 

process to open specific ports or 

traffic types?



Enterprise-Grade Security

Nigel is built on a secure cloud platform with enterprise-grade compliance and encryption safeguards.​

Data Privacy and Anonymization

Uses anonymized data; no customer data is stored or included in training datasets.​

Encrypted User Communications

User prompts are encrypted in transit and discarded immediately after response generation.​

Transparency and Compliance

Full compliance with global privacy laws and transparency through source-linked responses.​

Secure Software Development

NI adheres to ISO 9001 and integrates secure development lifecycle principles ensuring rigorous quality and security.​

Controlled User Access

Access to Nigel requires ni.com login and active service entitlement, with regional restrictions for embargoed areas.​

Data Protection and Privacy

Nigel does not share data with third parties, and customer search data is excluded from cloud backups to ensure privacy.​

Operational Resilience and Control

Organizations can disable Nigel via registry keys or installation options, maintaining control over AI availability.​

NI Nigel AI Design Principles



Architected for Security At Every Level

Local

Cloud
OpenAI LLM hosted on 

Microsoft Azure

Nigel Cloud Services

Encrypted TLS

Industry-leading OpenAI Models

Enterprise reliability and security 

with Microsoft Azure

Encrypted communication (TLS)

Nigel stores only prompt data locally

Nigel does not store customer data or 

train models on data

Nigel Interface in 

LabVIEW and TestStand

Nigel Local Services



Q&A

Thank you for your participation!
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